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Consulting and Design of Computer Networks 
Industrial Cyber Security



  

The founder Maurizio Bini began to work on networking in 1998.
Force10 Consulting born in 2004 to support companies and System 
Integrators in the design, implementation, troubleshooting and 
support of network solutions.
Force10 Consulting offers support in the context of networking 
solutions for the entire life cycle of networks, from the procurement 
of multi-vendor products.
It assistance to ensure operation and availability of the network 
itself.
In addition, through a pool of highly skilled consultants can give you 
a conclusive and comprehensive support in the field of security, VM 
and systems.



  

Organizzation
Force10 Consulting has no employees but has numerous partnerships 
with Universities, System Integrators, Consultants, Specialists.
In this way we can offer the best professional for your needs.

We believe in specialization

We do not believe in the consultants who do everything
We can work in the entire national territory in the field of Networking, 
Security, Virtualization

Always the best specialist for your needs



  

Working Team
Our idea is to work with someone who understands the world of 
automation by offering our expertise in networking and security.

The two worlds are converging and are increasingly complicated.

We believe very much in the creation of the working team where 
everyone is highly specialized in its area of competence.

We take care of networking and security

work in teams and not alone



  

Maurizio Bini - Network Certifications 

Industrial Networking Certification:
    # Cisco Industrial Networking Specialist (IMINS)
    # Cyber Security Certification (ISA/IEC 62443)
    # Nozomi Networks - Certified Engineer
    # Siemens Certified Professional for Industrial Networks – Switching & Routing

IT/OFFICE Networking Certification:
    # 3Com (MNS; Solution Expert, Wireless Solution)
    # Aruba Networks (ACMP)
    # Cisco (CCNP; CCDP)
    # Enterasys/Cabletron (Switching)
    # Fortinet (NSE4 – NSE5 - NSE7) 
    # HP (AIS)
    # Juniper (JNCIA-EX)



  

Network Partner
- 3Com/HP
- Aerohive
- Arista Networks
- Aruba Networks
- Cisco
- Dell
- Extreme Networks
- Fortinet/Meru
- Juniper
- Huawei
- Nozomi Networks
- PacketFence
- PfSense
- Sophos
- Tipping Point
- Ubiquiti



  

Wireless
Mobility, flexibility, convenience, scalability, these are all features of a 
modern wireless network. We do not consider that a wireless network can 
replace a wired network, but it sure can tile it and make some services 
easily available (eg. RFID) would not otherwise be used anywhere at any 
time. Modern technology allows us to create secure networks (via switch 
controller that create tuning vpn between the wireless card and the 
wireless switch controller). Through centralized wireless controller, now 
you can check the configuration of the remote antennas and maximize 
coverage.



  

Wireless Certification
- Cisco
- 3Com/Trapize 
- Aruba Networks (ACMP)
- Fortinet (Meru Solutions)
- Juniper Wireless Solution
- Ubiquiti



  

Security

The security itself is not a product but a process that takes advantage of 
preventive technologies, but also techniques of detection and reaction, 
and everything is at Your service.

Force10 Consulting have security certification
- Fortinet
- Juniper
- pfSense
- Sophos Security Certification
- Fortinet (NSE4 – NSE5 - NSE7)



  

Security Partner
- Cisco
- Dell
- Fortinet
- Juniper
- Nozomi Networks
- pfSense
- Sophos
- Tipping Point



  

The Network Access Control service, NAC from now on, is a set of software and configurations that 
regulate access to the internal network on the basis of policies set by network administrators to secure user 
ports from potential intrusion. internal. It also allows you to manage sponsored temporary access, isolate 
obsolete operating systems and locations with viruses, offers the possibility to use the personal devices of 
the user (bring you own device, BYOD) or to exclude it (keep your own device at home, KYODH), dynamic 
and profiled network access on your LDAP / Active Directory database.

We use opensource Packetfence software designed to provide the NAC service such as:
- captive-portal for registation and remediation
- centralized wireless and wired management
- BYOD management (personal device management)
- 802.1x support
- device isolation (obsolete operating systems and anomalous traffic)
- transparent activation in both layer2 and layer3 networks
- role-based access and floating device
- device expiration
- management of bandwidth limits and protected browsing
- integration with Active Directory and / or LDAP
- profiled web management

Prodoct: PacketFence, Fortinet

Network Access Control



  

Monitoring System
The Check_MK Monitoring System is a comprehensive Open-Source-Solution for IT-
Monitoring developed around the proven Nagios-core.
It provides professional monitoring of applications, operating systems, hardware, 
networks and processing centres.
Statistics can be collected and recorded over long periods.

Automatic Service-Detection
Through a process unique data systems, network ports, processes, datenbases, hard 
drives and other elements to be monitored are automatically and reliably located and 
included in the monitoring process. 
Rule-based, hierarchial configuration
Check_MK's configuration concept has been developed for large und heterogeneous 
environments.
I Hosts are monitored in a hierarchial file structure.

Less time and effort and fewer errors 
High performance through passive checks

All of the hosts data can be evaluated in one action and sent as "Passive Checks".
This not only reduces overhead on the computer being monitored, but also that on the 
monitoring server. 
More than 1200 included check-plugins and its own agents



  

IoT
Nowadays, almost everything can be connected to the network: sensors and 
actuators have now become a front row in the Ethernet arena, and reflected in the 
corporate Intranet.

The convergence of IT (Information Technology) and OT (Operation Technology) 
opens doors to efficiency, productivity and profitability. But it also increases the 
degree of vulnerability.
It is therefore indispensable to carefully evaluate every aspect of the IT / OT 
infrastructure. 
Internet of Things (IoT) requires a multilevel approach to security. The use of both 
physical and electronic protections increases the security level, creating numerous 
barriers that can intercept threats.
Faced with a scenario that is likely to exacerbate complexity, the approach of 
Force10 Consulting is to promote a more comprehensive, more integrated vision 
of all the factors contributing to Industry 4.0. This is a vision that integrates 20 
years of experience in the IT Networking world A vision that helps you to assess 
which is the best scenario for IoT both for data convergence and for their security
And if I did not configure the Network?



  

VIBRATION ANALYSIS FOR DIAGNOSTICS AND 
IT SECURITY

The measurement and analysis of the vibrations of industrial machinery allows to identify the 
possible causes of failure by knowing the characteristic frequencies, calculated on the basis of 
their components and on the basis of the speeds, comparing the data collected with the 
characteristic ones.
Anything that turns, moves, produces vibration

To date, the study of vibrations has been used to identify the causes of a failure
But in the Industrial 4.0 world why not use vibrations as a "wake-up call" for

1 - predictive maintenance
2 - connect the vibrational data with an MES and a SCADA to correlate the data
3 - changes of configurations on the PLC have brought benefits? Increase in consumption? 
Increase in failures?
4 - intrusion into the system; potential cyber attack on our production

Not all implants are the same therefore it is not possible to use "pre-made" analyzes
With a collection of data, saved in a Hystorian, you can create your own DB which over time will 
be enriched with information and events becoming more and more precise and reliable



  

OT Certification 

- Cisco Industrial Networking Specialist (IMINS)
- Cyber Security Certification (ISA/IEC 62443)
- Nozomi Networks - Certified Engineer
- Siemens Certified Professional for Industrial Networks – Switching & Routing

OT Partnership 

- Nozomi Networks
- Phoenix Contact
- Rockwell Automation
- Siemens



Cloud and Virtualization
(Force10 Consultant partner)

- Server consolidation and virtualization project
Technologies: VMware, Hyper-V, KVM

- Cloud solution specialist:
Platforms: Azure, Amazon, Openstack

- Integration facilities:
Migrations Microsoft and Linux systems on hybrid Cloud solutions for 
deploy faster business activities

Note:
We manage the University of Milan VM Server



  

Cabling (Force10 Consultant partner)

In cabling we have been engaged in the design, installation, service and 
maintenance of information systems Urgent interventions of any kind
We create and implement structured cabling and fiber optic networks.
We produce copper plants of any category, networks for industrial data 
acquisition systems.
We certify and test each system according to current standards.
We have years of experience in the cabling industry.
Each of our system is tested and certified according to current regulations.



  

Special Projects



  

Ducati – Bologna – since 2003 
 About num. 2.700 connected device

 Num. 60 Access Point

 Num. 80 Access Switch 10/100/1.000 Mbps

 Num. 3.120 Access Ethernet port

 Backbone Access Switch - Data Center  speed 2.000/20.000 Mbps

 Num. 8 Data Center Switch 10/100/1.000/10.000 Mbps

 Num. 350 Server ethernet port

 Backbone ServerSwitch  -  Data Center speed  20.000 Mbps

 Num. 58 Vlan

 Num. 28 Rack

 Cyber Security for IoT/Automation project

 Cyber Security for LAN - NAC



  

Ducati – Thai – since 2009
 About num. 1.000 connected device

  Num. 46 Access Point

 Num. 27 Access Switch 10/100/1.000 Mbps

 Num. 1.296 Access ethernet port

 Backbone Access Switch -  Data Center speed 2.000 Mbps

 Num. 2 Data Center Switch 10/100/1.000/10.000 Mbps

 Num. 48 Server ethernet port

 ServerSwitch-Data Center → one stack

 Num. 14 Vlan

 Num. 11 Rack

 Out-o-fBand connection (in Com) with SSL VPN (only emergency)



  

Ducati – Lamborghini

New automatic logistic warehouse

 Switch

 Wireless

 Security



  

 About num. 4.500 connected device
  Num. 50 Access Point
 Num. 63 Access Switch 10/100/1.000 Mbps
 Num. 3.024 Access ethernet port
 Backbone Access Switch -  Data Center speed 2.000 Mbps
 Num. 2 Data Center Switch 10/100/1.000/10.000 Mbps
 Num. 720 Server ethernet port
 Num. 30 Vlan
 VoIP

 – since 1999 



  

 About num. 4.000 connected device
 Num. 50 Access Point
 Num. 78 Access Switch 10/100/1.000 Mbps
 Num. 3.700 Access ethernet port
 Backbone Access Switch -  Data Center speed 2.000 Mbps
 Num. 2 Data Center Switch 10/100/1.000/10.000 Mbps
 Num. 192 Server ethernet port
 Num. 59 Vlan
 VoIP
 NAC
 New project for Cyber Security in IoT/Automation

 – since 1999 



  

Small companies with requirements of multinational companies
(but small money!!!!)

Cambiago
California
Taiwan



  

 
Cyber Security in industrial automation
Cyber Security for MAN with locations around the world
Cyber Security in email management
New Data Center
Reconstruction of the LAN network
Virtualization



  

 

2006 - 2016 
2 campus
Num.50 3Com/HP switch
Num. 20 VLAN

2017
Consultant for Project in: 
 Networking
 Cloud Project
 Virtual Firewall



  

Trasmitions Audio, Video in streaming real Time broadcasting  

VLT

VLT

VLT

20Gb 20Gb 20Gb

2960
2960

L2
RM

S3124P-CEDR11-A S3124P-CEDR11-B

S4048-CEDR09-A
Po8
1/8 S4048-CEDR09-B

2Gb

Po100
1/25-26

Po100
1/25-26

Po1
1/1

Po1
1/1

Vlan: 212
MWan

Po3
1/3

Po4
1/4

Po3
1/3

Po4
1/4

Vlan: 
200 → 211

Vlan: 
200,201,203 → 211

Eth0

Po5
1/5

Eth1
MGM

Po2
1/2

Eth2
Eth1
MGM

Po2
1/2

Eth2 Eth2

Vlan: 
202

Po8
1/10

Po8
1/8

Po8
1/10

20Gb



  

Reference



  

Maurizio Bini Reference before

Force10 Consulting Foudation
AEM
Aeroporto di Malpensa
ALITALIA - KLM
Amissima
Antibioticos
Arcidiocesi Milano
Banca CR Asti 
Banca ISIDE 
Banca San Paolo IMI
Bennet (IPER)
Biver Banca
Buffetti 
Campagnolo 
CartaSI
Casa Editrice Universo 
Controlfida Holding (Milano,NY,Hong Kong)
DHL
ENICHEM S.p.A
Esselunga
FarmaFactoring
Farnesina Unità di Crisi
Genialloyd
IMS - farma 

Italfarmaco
Loreal
Luxottica
Manzoni-La Repubblica
MEIE
Microtecnica
Omron
Ospedale Arzigniano 
Ospedale Gaslini
Ospedale Novara
Ospedale Vicenza
Piaggio AeroSpace  
RAI Audioteca
RANA Pastificio
RCS – Rizzoli Corriere della Sera
SIPA-Zoppas 
Synavant
Targa Service (FIAT)
TechInt  
Touring Club Italiano
Tribunali di Palermo/Caltanisetta/Trapani 
UNES (IPER)
University of Milano and Bicocca
Visibilia Pubblicità  



  



  



  

Force10 Consulting s.r.l.

Headquarters:
Corso Lodi, 101 – 20139 Milano - c.f./P.IVA 04289730964
Tel. +39 02 91945363 Cell. (+39) 348 0175837 fax 02 55017955 

Remote Office:
Via Domenico Chiodo 7/E – 16136 Genova - Cell. (+39) 335 5370203
Via Alla Falconara, 27/h - 90136 Palermo - Cell. (+39) 329 2606141

email : support@f10consulting.net
email certificata:force10consultingsrl@pec.f10consulting.net
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